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Agenda	
  Topics 

•  Brief	
  Update	
  	
  
– Audit	
  Program	
  Update	
  
– Opera8onal	
  Accomplishments	
  
– Metrics	
  	
  
–  Compliance	
  Ini8a8ves	
  	
  

•  Bulk	
  
•  ERRP	
  
•  2013	
  RAA	
  	
  

•  Q	
  &	
  A	
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Year-­‐1	
  Audit	
  Program	
  Completed	
  	
  
Ø Launched	
  13	
  November	
  2012	
  
Ø One	
  third	
  (1/3)	
  of	
  the	
  Registrars	
  and	
  Registries	
  randomly	
  
selected	
  and	
  audited.	
  

Ø Over	
  99%	
  of	
  all	
  Registrars	
  collaborated	
  with,	
  or	
  
immediately	
  remediated	
  their	
  findings	
  if	
  any	
  were	
  noted.	
  	
  

Ø Registries	
  are	
  under	
  no	
  explicit	
  obliga8on	
  to	
  par8cipate;	
  
many	
  did	
  in	
  a	
  collabora8ve	
  effort	
  to	
  remedy	
  any	
  
observa8ons	
  discovered.	
  

Ø Published	
  Year-­‐One	
  Audit	
  Program	
  Report	
  at	
  
h[p://www.icann.org/en/resources/compliance/reports	
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Year-­‐2	
  Audit	
  Plan	
  Scope	
  and	
  Dates	
  

Ø Random	
  Sample	
  of	
  remaining	
  Registrars/Registries	
  
Ø New	
  gTLD	
  Registries	
  with	
  6	
  months	
  of	
  historical	
  
informa8on	
  

Ø Timeline	
  	
  	
  
Ø Planning	
  &	
  Organizing	
  Phase	
  -­‐	
  mid	
  August	
  -­‐	
  November	
  2013;	
  
Ø Pre-­‐Audit	
  No8ce:	
  Late	
  October	
  -­‐	
  mid	
  November	
  2013	
  

Ø Follow	
  Compliance	
  Process	
  (1-­‐2-­‐3	
  Preven8on	
  Phases	
  
then	
  Enforcement)	
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By	
  ICANN	
  47	
  -­‐	
  July	
  2013 	
  	
  
ü  Migrated	
  complaints	
  from	
  Internic	
  to	
  ICANN.ORG	
  
ü  Full	
  automa8on	
  of	
  compliance	
  process	
  (Preven8on	
  &	
  Enforcement)	
  

ü  Added	
  Pulse	
  Survey	
  in	
  complaint	
  closure	
  email	
  
ü  Added	
  mul8ple	
  complaint	
  submission	
  	
  
ü  Added	
  three	
  registry	
  complaint	
  types	
  	
  
ü  Launched	
  Pilot	
  Bulk	
  Complaint	
  submission	
  
	
  

OperaGonal	
  Accomplishments	
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Complaint	
  
Summary	
  

Apr	
  –	
  Jun	
  Total	
  
Complaints	
  
Processed	
  

Apr	
  –	
  Jun	
  Total	
  
New	
  Complaints	
  

Received	
  

Apr	
  –	
  Jun	
  
Complaints	
  
Closed	
  

Complaints	
  
Remaining	
  Open	
  
AMer	
  June	
  30	
  

10,098	
   7,110	
  	
   5,534	
  	
   1,082	
  

Contractual Compliance 
Complaints per Notification Cycle  
 Apr 2013 – June 2013 

4,365	
  

2,194	
  

630	
  
172	
  

0	
  
1,000	
  
2,000	
  
3,000	
  
4,000	
  
5,000	
  

	
  Closed	
  
Before	
  1st	
  
No8ce	
  

	
  1st	
  No8ce	
   	
  2nd	
  No8ce	
   	
  3rd	
  No8ce	
  43%	
  complaints	
  
closed	
  before	
  
sending	
  to	
  
Registrar	
  

Closure	
  Rate	
  55%	
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Compliance	
  OperaGons	
  Scorecard	
  	
  
Complaint	
  Count	
  

Closure	
  Rates	
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Compliance	
  OperaGons	
  Scorecard	
  (2)	
  
Registrar	
  TAT	
  Detail	
  	
  
Business	
  Days/Complaint	
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Compliance	
  OperaGons	
  Scorecard	
  (3)	
  
Closure	
  Rate	
  

matching	
  complaint	
  
received	
  volume	
  

PosiGve	
  Trend	
  in	
  
closing	
  complaints	
  
BEFORE	
  sending	
  to	
  

Registrar	
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Bulk	
  Whois	
  Inaccuracy	
  Complaints	
  
Ø  3-­‐month	
  pilot	
  started	
  10	
  July	
  2013	
  
Ø  3	
  users	
  
•  2	
  from	
  security	
  industry	
  
•  1	
  from	
  brand	
  protec8on	
  industry	
  

Ø  Limited	
  to	
  100	
  complaints	
  per	
  week/user	
  
Ø  Bulk	
  complaints	
  processed	
  same	
  as	
  single	
  complaint	
  
Ø  Review	
  by	
  Compliance	
  to	
  ensure	
  8cket	
  quality	
  
Ø  Abuse	
  of	
  bulk	
  process	
  will	
  result	
  in	
  suspension/

revoca8on	
  of	
  bulk	
  &	
  single	
  8cket	
  Whois	
  access	
  
Ø  ICANN	
  to	
  assess	
  with	
  all	
  par8es	
  ager	
  pilot	
  
	
  
Link	
  to	
  appendix:	
  TERMS	
  OF	
  USE	
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Bulk	
  Whois	
  Inaccuracy	
  Differences	
  	
  
Old	
  Bulk	
   New	
  Bulk	
  

Separate	
  system	
   Integrated	
  within	
  consolidated	
  system	
  
2	
  Automa8c	
  No8ces	
  	
   1-­‐2-­‐3	
  No8ce	
  process	
  (with	
  Compliance	
  review)	
  
Data	
  file	
  valida8on	
  
at	
  submission	
  only	
  
	
  	
  
	
  	
  

Addi8onal	
  valida8on	
  at	
  8cket	
  crea8on	
  
•  Data	
  file	
  valida8on	
  
•  Ac8ve	
  domain	
  status	
  	
  
•  Non-­‐duplicate	
  complaint	
  check	
  (45	
  days)	
  
•  Valid	
  gTLD	
  

Outside	
  of	
  8cket	
  
process	
  	
  

Bulk	
  8ckets	
  within	
  same	
  process	
  and	
  queue	
  as	
  single	
  submission	
  Whois	
  
inaccuracy	
  complaints	
  (bulk	
  tag	
  for	
  iden8fica8on	
  and	
  metrics)	
  

No	
  review	
  of	
  8cket	
  
quality	
  

•  Rejec8on	
  of	
  invalid	
  8ckets	
  
•  Periodic	
  review/audit	
  of	
  8ckets	
  
•  Outreach	
  to	
  submi[ers	
  to	
  improve	
  8cket	
  quality	
  

No	
  Terms	
  of	
  Use	
   Mandatory	
  Terms	
  of	
  Use	
  
No	
  abuse	
  penal8es	
   Abuse	
  penal8es	
  include	
  suspension	
  and	
  revoca8on	
  of	
  access	
  
Unlimited	
  8cket	
  
submission	
  

-­‐	
  Gradual	
  rollout	
  
-­‐	
  Limited	
  to	
  100	
  submissions	
  per	
  user	
  per	
  week	
  to	
  ensure	
  quality	
  and	
  scalability	
  	
  
-­‐	
  Submission	
  limit	
  will	
  be	
  revisited	
  based	
  upon	
  performance	
  and	
  impact	
  to	
  
contracted	
  par8es	
  and	
  ICANN	
  	
  

One	
  user	
   Access	
  applica8on,	
  training	
  &	
  agreeing	
  to	
  Terms	
  of	
  Use.	
  Limited	
  number	
  of	
  users.	
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q  Implement	
  Expired	
  Registra8on	
  Recovery	
  Policy,	
  

effec8ve	
  31	
  August	
  2013	
  	
  
q  Implement	
  2013	
  RAA	
  in	
  phases;	
  effec8ve	
  upon	
  

registrar	
  signing	
  and	
  1	
  January	
  2014	
  
q  Define	
  and	
  rollout	
  new	
  Registry	
  related	
  func8ons	
  and	
  

complaint	
  types	
  during	
  contrac8ng	
  phase,	
  delega8on	
  
phase	
  and	
  on-­‐going	
  

q  Define	
  and	
  Implement	
  Consumer	
  Trust	
  and	
  Consumer	
  
Choice	
  metrics	
  

Compliance	
  IniGaGves	
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ICANN	
  CONSENSUS	
  POLICIES	
  	
  
Expired	
  RegistraGon	
  Recovery	
  Policy	
  (ERRP)	
  
•  Effec8ve	
  Date:	
  31	
  August	
  2013	
  
•  Purpose	
  
– Establish	
  minimum	
  communica8on	
  requirements	
  for	
  
registrars	
  

– Make	
  renewal	
  and	
  redemp8on	
  of	
  registra8ons	
  
uniformly	
  available	
  	
  

– Align	
  registrant	
  expecta8ons	
  with	
  registrar	
  prac8ces	
  
•  Link:	
  

h[p://www.icann.org/en/resources/registrars/consensus-­‐policies/errp	
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Obliga8ons	
  under	
  the	
  EDDP	
  remain:	
  
-­‐ No8ce	
  to	
  be	
  given	
  to	
  each	
  new	
  registrant	
  regarding	
  
registrar’s	
  auto-­‐renewal	
  and	
  dele8on	
  policy	
  
-­‐ Web	
  pos8ng	
  of	
  registrar’s	
  auto-­‐renewal	
  and	
  dele8on	
  
policy	
  
	
  	
  

	
  

	
  

ICANN	
  CONSENSUS	
  POLICY	
  –	
  ERRP	
  
General	
  Registrar	
  ObligaGons	
  	
  

14	
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-­‐  Send	
  3	
  reminder	
  no8fica8ons	
  to	
  Registered	
  Name	
  Holders	
  (30,	
  
5	
  days	
  prior	
  to	
  expira8on;	
  5	
  days	
  post-­‐expira8on)	
  

-­‐  Resolu8on	
  path	
  to	
  be	
  interrupted	
  for	
  last	
  8	
  days	
  of	
  Auto-­‐
Renew	
  Grace	
  Period	
  (AGP)	
  

-­‐  If	
  renewed,	
  resolu8on	
  path	
  to	
  be	
  restored	
  immediately	
  or	
  as	
  
soon	
  as	
  reasonable	
  

-­‐  If	
  domains	
  fall	
  into	
  Redemp8on	
  Grace	
  Period	
  (RGP),	
  status	
  to	
  
be	
  changed	
  to	
  ‘TransferProhibited’	
  or	
  similar	
  

-­‐  Must	
  allow	
  recovery	
  of	
  domains	
  in	
  RGP	
  

ICANN	
  CONSENSUS	
  POLICY	
  –	
  ERRP	
  
General	
  Registrar	
  ObligaGons	
  (2)	
  

15	
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-­‐  Fees	
  (renewal,	
  post-­‐expira8on	
  renewal	
  if	
  different,	
  and	
  recovery	
  
from	
  redemp8on)	
  must	
  be	
  displayed	
  in	
  website,	
  including	
  a	
  link	
  
in	
  the	
  registra8on	
  agreement	
  

-­‐  Methods	
  for	
  sending	
  renewal	
  no8fica8ons	
  to	
  Registered	
  Name	
  
Holders	
  must	
  be	
  displayed	
  in	
  website,	
  with	
  link	
  in	
  registra8on	
  
agreement	
  

-­‐  Must	
  make	
  sure	
  that	
  resellers	
  publish	
  registrar	
  renewal/recovery	
  
fees,	
  as	
  well	
  as	
  methods	
  for	
  sending	
  renewal	
  no8fica8ons	
  

ICANN	
  CONSENSUS	
  POLICY	
  –	
  ERRP	
  
General	
  Registrar	
  ObligaGons	
  (3)	
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-­‐ Non-­‐sponsored	
  gTLDs	
  must	
  offer	
  Redemp8on	
  Grace	
  
Period	
  of	
  30	
  days	
  
-­‐ Disable	
  resolu8on	
  for	
  domain	
  names	
  in	
  redemp8on	
  
-­‐ Status	
  in	
  registry	
  Whois	
  must	
  show	
  the	
  domain	
  names	
  
as	
  being	
  in	
  redemp8on	
  
-­‐ Must	
  block	
  transfer	
  a[empts	
  of	
  domains	
  in	
  redemp8on	
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ICANN	
  CONSENSUS	
  POLICY	
  –	
  ERRP	
  
General	
  Guidelines	
  for	
  Registries	
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ERRP	
  Changes	
  Summary	
  
EDDP	
  Requirement	
   New	
  ERRP	
  Requirement	
  

Registrar	
  must	
  publish	
  fee	
  charged	
  for	
  recovery	
  of	
  
names	
  during	
  RGP	
  on	
  website	
  	
  	
  	
  

1.  Registrar	
  must	
  publish	
  renewal	
  fees,	
  post	
  expira8on	
  renewal	
  fees	
  (if	
  
different),	
  and	
  redemp8on/restore	
  fees	
  on	
  website;	
  	
  

2.  Must	
  provide	
  a	
  link	
  to	
  fees	
  in	
  registra8on	
  agreement;	
  	
  and	
  	
  
3.  Fees	
  must	
  be	
  displayed	
  on	
  resellers’	
  websites.	
  
	
  

Registrar	
  must	
  send	
  2	
  renewal	
  no8ces	
  prior	
  to	
  
domain	
  name	
  expira8on	
  	
  	
  

	
  Registrar	
  must	
  provide	
  two	
  no8ces	
  of	
  domain	
  name	
  expira8on:	
  	
  
	
  
	
  	
  	
  	
  1	
  month	
  prior	
  to	
  expira8on;	
  and	
  
	
  	
  	
  	
  1	
  week	
  prior	
  to	
  expira8on	
  
	
  
If	
  the	
  name	
  is	
  not	
  renewed	
  by	
  the	
  registrant	
  or	
  deleted	
  by	
  the	
  registrar	
  
within	
  5	
  days	
  ager	
  expira8on,	
  registrar	
  must	
  send	
  an	
  addi8onal	
  
expira8on	
  no8ce	
  that	
  includes	
  instruc8ons	
  for	
  renewal.	
  	
  	
  	
  	
  

No	
  Renewal	
  Process	
  Requirements	
  

1.  Upon	
  expira8on	
  un8l	
  the	
  8me	
  the	
  registrar	
  deletes	
  the	
  domain	
  
name,	
  registrant	
  is	
  permi[ed	
  by	
  the	
  registrar	
  to	
  renew	
  the	
  expired	
  
registra8on.	
  

2.  Registrars	
  may	
  delete	
  registra8ons	
  any	
  8me	
  ager	
  exp.	
  
3.  Required	
  DNS	
  Resolu8on	
  Interrup8on	
  Period	
  established	
  in	
  the	
  

ERRP.	
  

No	
  Required	
  Redemp8on	
  Grace	
  Period	
  	
  

1.  Registries	
  must	
  offer	
  a	
  RGP	
  of	
  30	
  days	
  following	
  the	
  dele8on	
  of	
  a	
  
registra8on,	
  during	
  which	
  8me	
  the	
  deleted	
  registra8on	
  may	
  be	
  
restored;	
  and	
  

2.  During	
  RGP,	
  registry	
  must	
  disable	
  DNS	
  resolu8on	
  and	
  prohibit	
  
transfers.	
  

3.  Registries	
  must	
  permit	
  registrants	
  to	
  redeem	
  deleted	
  registra8ons	
  
during	
  RGP.	
  	
  	
  	
  



2013	
  RAA	
  EffecGve	
  Dates	
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EffecGve	
  Upon	
  Registrar	
  Signing	
  
Ø  Must	
  enter	
  into	
  agreements	
  with	
  resellers	
  (Sec8on	
  3.12)	
  
Ø  Registra8on	
  Data	
  Directory	
  Service	
  Specifica8on	
  (Whois	
  formamng)	
  
Ø  Must	
  provide	
  specific	
  informa8on	
  to	
  ICANN	
  and	
  publish	
  on	
  website:	
  
	
  	
  

1.  Correspondence	
  address	
  for	
  the	
  Registrar	
  
2.  If	
  the	
  loca8on	
  or	
  address	
  of	
  registrar’s	
  principal	
  place	
  of	
  business	
  is	
  

different	
  from	
  the	
  correspondence	
  address,	
  provide	
  details	
  including	
  
address,	
  phone	
  number,	
  fax	
  number	
  and	
  email	
  address	
  

3.  Officer(s)	
  full	
  name,	
  contact	
  informa8on,	
  and	
  posi8on	
  
4.  Name	
  of	
  the	
  ul8mate	
  parent	
  en8ty	
  of	
  the	
  registrar,	
  if	
  applicable	
  

	
  

Ø  Must	
  provide	
  no8ce	
  to	
  ICANN	
  in	
  7	
  days	
  of	
  bankruptcy,	
  convic8ons	
  and	
  
security	
  breaches	
  (Sec8on	
  3.20)	
  

Ø  Addi8onal	
  Reasons	
  for	
  Suspension	
  and	
  Termina8on	
  (Sec8ons	
  5.5	
  and	
  5.7)	
  
Ø  CEO	
  Cer8fica8on	
  -­‐	
  Due	
  20	
  January	
  2014	
  (Sec8on	
  3.15)	
  



2013	
  RAA	
  EffecGve	
  Dates	
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EffecGve	
  1	
  January	
  2014	
  
Ø  Abuse	
  Contact	
  Requirements	
  (Sec8on	
  3.18)	
  
Ø  Descrip8on	
  of	
  Customer	
  Service	
  Handling	
  Process	
  (Sec8on	
  3.7.11)	
  	
  
Ø  Registrars	
  and	
  Resellers	
  must	
  provide	
  a	
  link	
  to	
  Registrant	
  Benefits	
  and	
  

Responsibili8es	
  (Sec8ons	
  3.7.10	
  and	
  3.12.7)	
  
Ø  Whois	
  Accuracy	
  Program	
  Specifica8on	
  
Ø  Data	
  Reten8on	
  Specifica8on	
  
Ø  Addi8onal	
  Registrar	
  Opera8on	
  Specifica8on	
  (DNNSEC,	
  IDNs	
  and	
  IPV6)	
  
Ø  Sec8on	
  2.2	
  of	
  the	
  Registra8on	
  Data	
  Directory	
  Service	
  Specifica8on	
  RE:	
  

Whois	
  Service	
  Level	
  Agreement	
  
Ø  Registrars	
  and	
  Resellers	
  must	
  comply	
  with	
  the	
  Proxy	
  and	
  Privacy	
  

Registra8on	
  Program	
  established	
  by	
  ICANN	
  (Sec8ons	
  3.12.4	
  and	
  3.14)	
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Wednesday	
  Outreach	
  Session	
  	
  
Room:	
  Hall	
  3B	
  
9:30	
  –	
  11:30	
  	
  Contractual	
  Compliance	
  Program	
  Update	
  
	
  	
  

Ø Learn	
  more	
  about	
  ICANN	
  Compliance	
  
h[p://www.icann.org/en/resources/compliance	
  	
  

Ø Please	
  send	
  general	
  ques8ons	
  to	
  Compliance@icann.org	
  
Subject	
  line:	
  ICANN47	
  Contractual	
  Compliance	
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Thank	
  you	
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TERMS	
  OF	
  USE	
  OF	
  ICANN	
  CONTRACTUAL	
  COMPLIANCE	
  BULK	
  WHOIS	
  
INACCURACY	
  COMPLAINT	
  TOOL	
  PILOT	
  PROGRAM	
  

	
  

AGREEMENT	
  BETWEEN	
  USER	
  AND	
  ICANN	
  
The	
  ICANN	
  Contractual	
  Compliance	
  Bulk	
  Whois	
  Complaint	
  Submission	
  Tool	
  (“Bulk	
  
Tool”)	
  Pilot	
  Program	
  is	
  offered	
  to	
  you	
  condi8oned	
  on	
  your	
  acceptance	
  without	
  
modifica8on	
  of	
  the	
  terms	
  and	
  condi8ons	
  herein.	
  	
  	
  	
  	
  	
  
	
  	
  
Please	
  read	
  the	
  following	
  terms	
  of	
  use	
  and	
  disclaimers	
  carefully	
  before	
  using	
  the	
  
Bulk	
  Tool.	
  	
  By	
  accessing	
  or	
  using	
  the	
  Bulk	
  Tool,	
  you	
  agree	
  to	
  the	
  terms	
  and	
  
condi8ons,	
  and	
  all	
  applicable	
  laws.	
  	
  If	
  you	
  do	
  not	
  agree	
  to	
  these	
  terms,	
  you	
  will	
  
not	
  be	
  allowed	
  to	
  use	
  the	
  Bulk	
  Tool.	
  	
  	
  	
  
	
  	
  
TERMS	
  AND	
  CONDITIONS	
  	
  
	
  	
  
1.	
  The	
  Bulk	
  Tool	
  is	
  subject	
  to	
  ICANN’s	
  modifica8on	
  and	
  enhancements,	
  without	
  
no8ce	
  as	
  deemed	
  necessary.	
  	
  
2.	
  The	
  Bulk	
  Tool	
  may	
  be	
  suspended	
  by	
  ICANN	
  at	
  any	
  8me	
  if	
  in	
  its	
  discre8on	
  ICANN	
  
deems	
  it	
  necessary.	
  	
  
3.	
  Login	
  informa8on	
  for	
  the	
  Bulk	
  Tool	
  is	
  personal	
  to	
  you,	
  and	
  must	
  not	
  be	
  shared	
  
with	
  others.	
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TERMS	
  OF	
  USE	
  OF	
  ICANN	
  CONTRACTUAL	
  COMPLIANCE	
  BULK	
  WHOIS	
  
INACCURACY	
  COMPLAINT	
  TOOL	
  PILOT	
  PROGRAM	
  

	
  (Con8nued)	
  

4.	
  Each	
  user	
  is	
  limited	
  to	
  submimng	
  no	
  more	
  than	
  100	
  Whois	
  inaccuracy	
  complaints	
  
through	
  the	
  Bulk	
  Tool	
  per	
  calendar	
  week.	
  A	
  calendar	
  week	
  starts	
  on	
  Sunday	
  at	
  00:00	
  
UTC.	
  	
  Addi8onal	
  submissions	
  beyond	
  100	
  per	
  week	
  will	
  be	
  rejected.	
  	
  ICANN	
  in	
  its	
  sole	
  
discre8on	
  may	
  modify	
  the	
  submission	
  limit	
  with	
  advance	
  no8ce	
  to	
  the	
  users	
  and	
  
registrars.	
  	
  
5.	
  Bulk	
  submissions	
  shall	
  use	
  current	
  Whois	
  data	
  and	
  may	
  only	
  be	
  submi[ed	
  in	
  the	
  
data	
  format	
  specified	
  by	
  ICANN.	
  	
  
6.	
  Bulk	
  submissions	
  shall	
  not	
  be	
  used	
  to	
  harass	
  ICANN,	
  any	
  ICANN-­‐accredited	
  
registrar,	
  or	
  any	
  domain	
  name	
  registrant	
  or	
  contact.	
  	
  
7.	
  ICANN	
  will	
  review	
  Bulk	
  Tool	
  submissions	
  for	
  validity,	
  and	
  improper	
  8ckets	
  will	
  be	
  
rejected	
  by	
  ICANN.	
  	
  Bulk	
  Tool	
  submissions	
  must	
  contain	
  sufficient	
  informa8on	
  to	
  
allow	
  ICANN	
  to	
  validate	
  each	
  complaint	
  independently.	
  	
  Factors	
  to	
  determine	
  validity	
  
include,	
  but	
  are	
  not	
  limited	
  to,	
  complaint	
  data	
  quality	
  and	
  contactability	
  (ability	
  to	
  
reach	
  Whois	
  contacts).	
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TERMS	
  OF	
  USE	
  OF	
  ICANN	
  CONTRACTUAL	
  COMPLIANCE	
  BULK	
  WHOIS	
  
INACCURACY	
  COMPLAINT	
  TOOL	
  PILOT	
  PROGRAM	
  

	
  (Con8nued)	
  
8.	
  ICANN	
  will	
  conduct	
  periodic	
  reviews	
  or	
  audits	
  of	
  user's	
  Bulk	
  Tool	
  submissions	
  to:	
  
(i)	
  determine	
  compliance	
  with	
  these	
  terms	
  and	
  condi8ons;	
  and	
  (ii)	
  improve	
  8cket	
  
validity	
  levels.	
  	
  Users	
  that	
  do	
  not	
  demonstrate	
  improvement	
  for	
  iden8fied	
  issues	
  may	
  
have	
  their	
  Bulk	
  Tool	
  user	
  access	
  suspended	
  or	
  revoked.	
  
9.	
  ICANN	
  may	
  suspend	
  or	
  revoke	
  Bulk	
  Tool	
  user	
  access	
  (either	
  permanently	
  or	
  
temporarily)	
  for	
  viola8ons	
  of	
  these	
  terms	
  and	
  condi8ons.	
  	
  Any	
  suspension	
  or	
  
revoca8on	
  of	
  Bulk	
  Tool	
  user	
  access	
  shall	
  apply	
  to	
  single	
  and	
  mul8ple	
  (“Submit	
  
another”)	
  Whois	
  inaccuracy	
  submissions.	
  	
  
10.	
  Bulk	
  Tool	
  users	
  must	
  collaborate	
  with	
  ICANN	
  to	
  submit	
  test	
  data	
  through	
  a	
  test	
  
Bulk	
  Tool	
  that	
  conforms	
  to	
  these	
  Terms	
  of	
  Use	
  before	
  being	
  allowed	
  to	
  submit	
  to	
  
produc8on	
  Bulk	
  Tool.	
  	
  
11.	
  Any	
  and	
  all	
  informa8on	
  submi[ed	
  to	
  the	
  Bulk	
  Tool	
  can	
  be	
  submi[ed	
  to	
  an	
  
ICANN-­‐accredited	
  Registrar	
  or	
  any	
  other	
  party	
  that	
  ICANN	
  may	
  need	
  to	
  no8fy	
  related	
  
to	
  a	
  Bulk	
  Tool	
  submission.	
  	
  ICANN	
  will	
  not	
  consider	
  or	
  treat	
  any	
  informa8on	
  
submi[ed	
  through	
  the	
  Bulk	
  Tool	
  as	
  confiden8al	
  
12.	
  ICANN	
  retains	
  that	
  right	
  to	
  revise	
  these	
  terms	
  and	
  condi8ons	
  at	
  any	
  8me	
  without	
  
no8ce.	
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Registrar	
  Data	
  Escrow	
  Compliance	
  check	
  	
  
ProacGve	
  Exercise	
  	
  
ObjecGve:	
  To	
  ensure	
  that	
  the	
  data	
  being	
  loaded	
  into	
  Iron	
  Mountain	
  
is	
  useable	
  and	
  represents	
  the	
  appropriate	
  Registrant	
  Informa8on	
  
	
  
Scope:	
  
•  ALL	
  Registrars	
  deposi8ng	
  with	
  Iron	
  Mountain	
  
•  The	
  most	
  recent	
  deposit	
  
•  Compliance	
  with	
  Data	
  Escrow	
  Specifica8ons	
  
	
  
Process:	
  	
  
•  Conducted	
  an	
  automated	
  and	
  manual	
  review	
  	
  
•  Reported	
  results	
  to	
  ICANN	
  Contractual	
  Compliance	
  
•  Followed	
  up	
  with	
  each	
  Registrar	
  to	
  ensure	
  proper	
  formamng	
  and	
  
RDE	
  issues	
  are	
  corrected	
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